
Cybersecurity 
guidelines at Barco

Use approved access only

Access only what you need, using Barco-approved accounts, 
tools, devices, and connection methods.

Barco security policies always apply.  
For guidance, refer to the intranet or contact your Barco representative.

Connect securely

Do not use unauthorized connections to the Barco network 
(VPNs or other).

Protect data and credentials

Do not store credentials or data unprotected, and longer than 
needed. Lock devices when unattended.

Handle data minimally and safely

Copy only the data you strictly need — avoid personal or 
sensitive data whenever possible.

Report immediately

Report vulnerabilities, security incidents, or data breaches 
without delay.

Clean up and comply

•	 Follow Barco security and confidentiality rules.
•	 Do not tamper with cybersecurity controls.
•	 Delete or return all data when work is complete.


